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Chapter 1: Introduction

In order to stay in line with industry security standards and prepare the enterprise for our cloud base
services, such as SharePoint Online (SPO), CRM Online (CRMO) or Azure, IOT has implemented the
following two features:

e Self Service Password Reset (SSPR)
e  Multi-Factor Authentication (MFA)

Reqister for Self Service Password Reset (SSPR)

Self-Service Password Reset (SSPR) is a web application which allows users the flexibility of being able
to change their own passwords in a secure fashion. Users no longer have to rely on calling the IOT Help
Desk for password changes and can change their own passwords any time on any device with internet
connectivity. Please note that once enabled users will be prompted to register for SSPR upon first
access to SharePoint Online, CRM Online or Azure regardless of being on-site.

Please browse to the following web site and enroll in SSPR to take advantage of this convenient feature:
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Additional SSPR registration instructions can be found in Chapter 2.

If you have any issues please contact the IOT Customer Service Center at 317-234-HELP (4357) or 800-
382-1095. Thank you for your compliance.

Enroll in Multi-Factor Authentication (MEA)

Multi-Factor Authentication (MFA), also known as Phone Factor, is a method of verifying one's

identity. Once enabled you will have to use MFA when remotely accessing cloud services. If you have
not already registered you will need to do so in order to gain access to Microsoft cloud services such as
SharePoint Online (SPO), CRM Online (CRMO) or Azure. Please note that if you were enrolled in Phone
Factor you may have to enroll again.

Please browse to the following web site and enroll in MFA to take advantage of this secure feature:

Note: you may have to enroll again even if you have previously enrolled.
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https://password.in.gov/

Language: |@n’ Englesh v

Multi-Factor Authentication User Log In
B
—

Username

O Mot AR 1t s

Password

Login

Additional MFA registration instructions can be found in Chapter 3.
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https://pfp.iot.in.gov/

Chapter 2: Password Management

These instructions will walk you through password management to register an account, change a
password, and to reset or unlock your account.

To access the password management site go to https://password.in.gov/

Reqister a New Account

To begin registering a new account click the “Register” button on the homepage.
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On the next page you will be prompted to enter in an email address or phone number associated with
your account, please use your State Government email address and your network password. Once you
have entered in all your information click “Sign in”.
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https://password.in.gov/

On the next page you are required to choose at least one form of authentication, and you can choose to
use a phone, security questions, or both. To use either form of authentication click “Set it up now” next to

your preferred method.

b o g e . 0 = 8O 1D santios accen 10 0w s
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By selecting the phone option you will be taken to a new page, please select your county/region from the
dropdown menu and enter your phone number in the text box below. Then you can select “text me” or

“call me” to verify that you entered the correct phone number.
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don't lose access to your account!

2016 Miseeon  Lagat | Pawacy Vear sesoen wil exw n 149

Page 6 of 22



If you choose the “text me” option then you will receive an automated message with a code. You will need
to enter that code into the text box that is provided to verify your phone number is correct.

We've sent a text message containing a verification code to your phone.

II try again

If you chose the “call me” option then you will receive an automated phone call, and when you are
prompted to press the pound key to verify that your phone number is correct.

By selecting the security questions option you will be taken to a new page where you will need to select
and answer 5 security questions, also please remember that your answers must be at least 3 characters
long. Once you have answered all 5 questions click the “save answers” button.

don't lose access to your account!

Please select gquestions to answer below. Your admin requires you to s=t up 5 questions, and answers must be at least 3 characters long.

Security question 1

™
o
Security question 2
M
(1]
Security question 3
™
0
Security question 4
M
©
Security question 5
™
o

back
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Once you have completed at least one form of authentication click the “finish” button.

IOT:

don't lose access to your account!

Thanks! We'll use the info below to recover your account if you forget your password. Click "finish" to close this page.
@ Authentication Phone is set to INEGSGE Change

@ 5 Security Questions are configured. Change

finish cancel

Change Password

To change your password click the “Change Password” button on the homepage.
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Enter your old password in the first text box and then enter a new password that complies with your

password policy. When you are finished click “submit” and your password will be changed.

I@T Fommring ot al Joka

change password

User ID

0ld password

Create new password

Confirm new password

submit cancel

22016 Microsoft  Legal | Privacy

Reset Password or Unlock Account

To reset or unlock your account click on the “Reset Password or Unlock Account” button on the

homepage.
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Begin by entering your user id, which is you State Government email address, and then enter the
characters in the picture or the words in the audio. Once you have entered in all the information click the

“Next” button.

=) }ﬁ https://passwordresetmicrosoft.. O ~ @& & ” EMicrosoft Online Password ... %

l@l P
Get back into your account

Who are you?

To recover your account, begin by entering your user ID and the characters in the picture or audio below,

* User ID:

Example: user@centoso.onmicrosoft.com or user@contoso.com

t ; l : L2
e
[

Enter the characters in the picture er the words in the audio.

Next Cancel
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On the next page select either “ forgot my password” or “| know my password but still can’t sign in”.
When you are ready click “Next”.

B¥% https://passwordresetmicrosoft.. O ~ @ C | P Microsoft Online Password .. x| |

IndianaDffice of Tnchnelngy
Powsering a State that Warks

Get back into your account

Why are you having trouble signing in?

® | forgot my password

No worries, we'll help you to reset your password using the security info you registered with us.

O 1 know my password, but still can’t sign in

Next Cancel

If you selected “I forgot my password” you will be taken to another page where you can use any form of
verification that was set up when you registered your account.

By selecting “Text my mobile phone” you will need to enter your phone number that is associated with

your account, and you will receive an automated text with a unique code. Please enter that code when
prompted to and click “Next”.

b PGt pasncvset mkscactt. D + @ © | P Macresst Crbre Resmerd b WG Mt e
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Get back into your account Get back into your account
Veriaton Mep 1 » choomm & aww pesrwoed verification step 1« chooe & rew pastwcrnd
"

Page 11 of 22



By selecting “Call my mobile phone” you will need to enter your phone number that is associated with
your account. When prompted to press the pound key and then wait for the next page to load.

( ‘H https;//passwordresetmicrosoft.. O ~ @ & ‘ %Microsoﬂ Online Password ... % ’ ‘

I [y
Get back into your account

verification step 1 > choose a new password

Please choose the contact method we should use for verification:

O Text my mobile phone In order to protect your account, we need you to enter your complete mobile
phene number (***********31) below. You will then receive a call. Please answer it

to continue.
® Call my mobile phone

O Answer my security questions

Cancel
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By selecting “Answer my security questions” you will be prompted to answer 3 of the 5 security questions
you set up when the account was registered. Once you have entered all the answers to the questions

click “Next”.

NOTE: the Customer Service desk cannot see your questions or answers. If you’ve forgotten them, you

will have to re-enroll in the product to then reset your password.

’i https://passwordresetmicrosoft.. O ~ @ & ” ‘pﬁ'Microsoﬂ Online Password ... % ‘ ‘

IOT =——
Get back into your account

verification step 1 > choose a new password

O Text my mobile phone

O call my mobile phone

® Answer my security questions

Cancel

Please choose the contact method we should use for verification:

What is your favorite food?

|

What was your first job?

|

What is your father's middle name?

|

Contact your administrator

Page 13 of 22



Enter a new password that complies with your password policies and click finished.

B

'ﬁ https://passwordresetmicrosoft.. O ~ @ & ‘ ﬁMicrosoﬁ Online Password ... % |

Get back into your account

verification step 1 v > choose a new password

* Enter new password:

* Confirm new password:

After you have entered an acceptable password an automated email will be sent notifying you that the

password change was successful.

e  .‘ ’ﬁ https;//passwordresetmicrosoft.. O ~ @ G HﬁMicrosoft Online Password ... %

Indiana Dffice ot Tachnalagy
Pawsering a Stote that Works

Get back into your account
@ Your password has been reset

If you selected “I know my password but still can’t sign in” you will need to follow the steps to verify your
account (it is the exact same process to verify as “l forgot my password” starting on page 11). Once your
account has been successfully verified your account will be unlocked allowing you to attempt to login

again.

b{- 7 ) ‘% https://passwordresetmicrosoft.. O ~ @ & l‘ﬁMicrosoﬁ Online Password ... %

Indiana Office ef Technology
Pawsering a State that Works

Get back into your account
@ VYour account has been unlocked
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Chapter 3: Enroll in Multi-Factor Authentication (MFA)

These instructions will walk you through the Multi-Factor Authentication enroliment and how to use the
user portal.

After you receive your Multi-Factor enrollment email, please access the Multi-Factor user portal at
https://pfp.iot.in.gov. Login with your username, in the form of your Indiana State Government email
address, and your network password. Then follow the instructions for enrolling your phone and
answering your security questions.

Language: [an 7an'l.-m v

Multi-Factor Authentication User Log In =

Username

Password

gy

Phone Call Method

By selecting “Phone Call” from the dropdown menu, you will be prompted to enter your Multi-Factor
phone number(s). Please use a phone number that you always keep with you as your primary number. A
secondary phone number is optional.

After you have at least entered a primary phone number click the “Next” button.

Multi-Factor Authentication User Setup
—
—
e erable Matt-f actor Authertication for your account, plesse speafy the phone -
namberyou will ase 10 suthentica L=
Method
| Prooo Call )
PHIMARY =
Phone
|United States & Canada +1 v
Extensaon
BACKUP
Phone
[United Stafes & Canada +1 v
Extencon
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https://pfp.iot.in.gov/

Text Message Method

By selecting “Text Message” from the dropdown menu you will be prompted to enter a Multi-Factor phone
number. Please use a phone number that you always keep with you, and this phone number must be able
to receive text messages.

After you have entered a phone number click the “Next” button.

Multi-Factor Authentication User Setup

To enatile Ml -Factar Authenticatan &ar you! account, piase specty the phois

reambes pou will use to authenbcate

Method
Ilext Massage V

Phone

|Unitad States & Canada +1 vl

[ Next || cancel |

Multi-Factor Smartphone Application Method

These instructions will walk you through enrolling the Multi-Factor phone app. The app is available on
iPhone and Android platforms. The images in this document are for an iPhone platform.

iPhone download Android download
eeeLU ATET LIE 8:54 AM 100% ..
| azure authenticator ) Azure Authenticator & Top Bavaipes
ft Corp . (R R R 2
‘ Evwryone

AR

Google Authenticator

Google, Inc "GET |

’
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By selecting “Mobile App” from the dropdown menu you will need to click on the “Generate Activation
Code” button.

Multi-Factor Authentication User Setup =

To enrabde Multi-Factor Autherticabion for your socount using the mobde apg:

you'll first need to nstall the Azurs Authentemor app on your phone and then

click the Ganerate button below 1o recetve an acvation code. The activatian
cuoe wil be enteved in ™o mobile app to completn o ACIVADON process. The

FCINGLEN CODE @xphes in 10 vnutes

© 2010 MRCrErunt A 1 e v

Method
[Mctie vl

Afer instafing the Azure Authennbcasor 30D 0N your phone, CCk o DUTION 10 QENEae an atvanon code

i

Multi-Factor will generate an activation code and present you with a QR code that can be scanned by the
Azure Authentication application.

Main | log Owt

My Account: Activate Mabile App

First natall the Azvee Authenticaton mabile apg oo your phane. than thek the ..‘

Cenarme DUTTOm 10 reosve an aCTston (uche. The pctvation code wil be

erteied i1 the tobile upp 10 comgiets the activation process. The activatian

code expaes in Hi minutes. You may generate o oew code at aoy tume
o:o My Account
Darpe-Tirtne By
Charge Method Activation Code
Change Phone

Actinto Mobile App 257 989 004

Thange Securfty Chaetns

Ui

L https://pfp.iot.in.gov/app

| Ganarate New Actvation Cosa

Eack
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Now open the application. To create your first account click the “Add Account” button or the “+” button,
located in the top right hand corner. Once you have clicked add account you can either scan the QR code
with your camera or enter the code manually (see pictures below).

e ATRT = 9:01 AM 100% .. “ee ATET & 9:06 AM 90 -

1]

Accounts 1 < f ) Scan QR code

Your account provider will display a QR code

Ready to add your first
account?
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To scan you need to take a picture of the QR code, and then you will be finished. To manually enter the
code select “Or enter the code manually”, shown on the previous page, the select “Work or school
account”. Lastly enter in the code and the URL, both are located to the left of the QR code, and click

“Finish”.

eee  ATAT = 9:05 AM

€ Scan QR code

WHAT KIND OF ACCOUNT ARE YOU ADDING?

@ Work or school account

R Other (Google, Facebook, etc.)

99% ..

00 ATET ¥ 10:33 AM 01 .

< Back Add account

WORK OR SCHOOL ACCOUNT

ABC DEF

4 5 6
GHI JKL MNO

7 8 9
PQRS TUv WXYZ
0 &3]
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If the account was successfully created you should be shown a screen similar to the following:

see ATAT = 9:05 AM H9% -

Accounts t

State of Indiana (I10T)
ISD-NT

763071 ©

NOTE: Whatever form of authentication you pick is the one that will be used when you attempt to make a
remote access connection. If you are not attempting to make a connection when you receive

a Multi-Factor notification, decline the request and call the IOT Customer Service Center at
317-234-HELP (4357) or 800-382-1095 immediately.
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After you are registered under your preferred method you will be prompted to answer some security
guestions. Once you have answered all four security questions click the “Continue” button.

Security Questions =

Plegse (hoOse secunity guestions and answers belode conticumg. These

queshions will e used to validate your identity shoultd you need support uung

Multi-Factor Authenticaton

Question |
What was your high school mascot? v

Answer

Vrson 700

© 2018 Masemaft. NI 1ty samr e

Question 2
What was your favonite pet's name? v

Answer

Question 3
What ts your lavonts mavie? v/

Answer

Question 4
[What was your tevorts teacher's name? v|
Answer

Your enroliment is complete. Your user portal account allows you to request a one-time five minute
bypass or change your phone number(s).

Main | Log Out

-

Welcome

Accounmt Configuration Camplets

Your account has been canfigured 10 use Mot Facsor Authentication.

Vren yOU 1IN oy YOUu will contioue 1O wse The sy useriame and passwoed. Setone your vetificabon e complete, you
‘&‘ My Account avinde ded t i 7 X plirtit, you

One-Time Hyposs
Change Method

Wil Feosive 3 phone Gl asling Yau M pess The pousd (9) key 1o cosfem your Sg0 on IF you dans conditim e sga o
Dy prassing @, the Mg On wil be danied

Change ¥hone

Actate Monle Anm VOU SHOE 0Ny Orter 8wt you reCeten (1 MUt-Factar AURenTicTIon Call @ you are JrTusly Nanvg o to the

Al SPEICADOH, N rwhee, SO0 sy DO THy g B Shgn o6 WITT yuas usitrssmss and password and yuu Shoukd report Min
Weoge Secuity Custonm
DOleraial st 10 your 1T Jdimeistrgion

Yoo 20

© Hro Micmmstt. Ab Aokts remrved Heturm 10 he Mol Fscioe Adhantication portal af soy time Lo chimge yoo! honm mambel

MAnsgn pour Mutti-FActor AUIhenncation sccouet by sslectien mn opiion Detow. Seiect the BHelp won (lop ng) fos

© N

One-Time Bypan Change Phane

At e
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To request a One-Time bypass, click “One-Time Bypass” link, shown in the picture above, and the click

“Confirm”.

.-3 My Account

Une- Tune Bypass

Change Methoo
Change Moo
Actiente Mabile App

Change Secumy Questions

Man | Log OQur

My Account: One-Time Bypass @ . e
ol ane-tine bypass 1 ship Multi-Factos Authentication (uing yous nest .-‘

gn on The bynas Temponary

To change your phone number(s), click the “Change Phone” link and repeat the process for enrolling a

new phone number.

Be sure to click “Log Out”, located in the top right corner, when you are finished with your user portal

session.

Welcome

assistance.

Manage your Multi-Factor Authentication account by selecting an option below, Select the Help icon (top right) for

Main | Log Out

W Relp
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